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nxjr hacks player, and takes advantage of the fact that the whatsapp group chat is hosted at it's own
server, and that the whatsapp interface will attempt to validate signing of messages (as whatsapp
needs to prevent forgeries). theres a challenge in whatsapp where users can write messages and

share them, and they can add signatures to messages in whatsapp. there's also a way to send
drawings into the chat. hackers can send drawings and mark text in the messages to search for

patterns. if the group chat server is the same as whatsapp, a mark in the message can contain the
signature, and if the server is different, then it can be used to search for holes in the signature.

there's also another way to find the secrets, which is to actually parse the public posts. using this
method, i end up finding an xor function that does 2^64 or 2^65 iterations of it to eventually arrive

at the signature, and matching secret. from there, i can escalate to get a user account and then
email that user, which has a password of a hashed security question sent with the account creation.
in beyond root, ill just go the and send the email, and then use the imapssa tool to brute-force 2^65.
that takes a while, and then i get the answer. this now also shows all the different combinations for

switch 2 that i can crack. once i have that, im able to crack almost any combination from switch 3 as
well. there are only 3-5 unique values in every turn, and the password is given to reset the counter

(those were the switch numbers) so the move counter is 0 and reset. i also used the same reset
technique for the first button in switch 1.
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i’ve mentioned several times that ippsecs had made his own tools to solve security problems. the
homeguard proxy is a product thats been out for a long time. im still surprised that he was seeing

problems with it, especially since most of the isps are using nat and don’t speak on port 5061. turns
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out thats a problem. so it appears that a vpn security product can be defeated by exploiting a proxy,
and then proxying through a vpn too. this is a problem because the apple xns system on router r1 is
running with admin privileges on port 4971 and is listed in the osx keychain. there’s a million ways i
could try to access this in the firewall from the internet. this gives me a remote shell. from there, i
can move on to any potential box that is connecting to this box. a little bit like the previous post, i
pretty much ate my way through this box, providing access to a couple of good passwords (even if
only a weak one for most) at first. at this point i was beginning to map the box, and while i see a
couple of exploits that might work, i was making progress. still, i had access to 2 more hosts, and
one was capped, which i didnt have the time or patience to crack. with a little bit of patience and

forethought, however, ill find the root password. the box is kind of like a compromised vpn. there are
two vpn devices, one of which is a bit flaky. sometimes, if there is a connectivity glitch, the

passwords dont work. ive not tested the other one, but a rep provided me access to it at the same
place. this brings me to the ssh key i couldnt find at first, and which is used to remote into the box.

then i begin to crack the password next, which is then used to access the remote box. from that
point, ill write a new plugin that will write a pcap that washes out the login traffic to a user. ill also

write a malicious ngrok plugin that will take the ip address of my dns, and then ssh over dns into the
ip, providing a permanent access. 5ec8ef588b
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